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Experiment 1. Stand-alone boot
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Experiment 1. Procedure

1. Start ethereal on HOST

2. Start ethereal on GOAT

3. Connect LAN on CLIENT to vmnet8
4. Start CLIENT

5. Verify internet connectivity: browse to
www.chn.com and get a legitimate web page

6. Stop packet capture on HOST and save as
vmnet3.pcap.

7. Stop packet capture on GOAT and save as
vmnet8.pcap.
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Results 1: Stand-alone boot

| |
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Multi-homed registration NB CLIENT<00>
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Results 1:

Stand-alone boot (2)
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| |

| 192.168.5.207 | 192.168.5.2 | 207.46.232.182 |
|- |- J=mmmmm e I
| DNS | | IDNS: Standard query A time.windows.com
](1025) - > (53) | |
| DNS | | IDNS: Standard query response CNAME time.microsoft.akadns.net A 207.46.232.182
] (1025) e e e e (53) | |
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|(1025) - > (53) | |
| Standard query A ww | IDNS: Standard query A www.cnn.com
|(1025) - > (53) | |
| Standard query A ww | |DNS: Standard query A www.cnn.com
|(1025) - > (53) | |
| Standard query resp | IDNS: Standard query response A 157.166.226.25 A 157.166.226.26 A 157.166.255.18 A 157.166.25
| (1025) o (53) | |
| iad3 > http [SYN] S | |TCP: iad3 > http [SYN] Seq=0 Win=64240 Len=0 MSS=1460
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| http > iad3 [SYN, A | |TCP: http > iad3 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
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| iad3 > http [ACK] S | |TCP: i1ad3 > http [ACK] Seq=1 Ack=1 Win=64240 Len=0
](1032) e > (80) |
| GET / HTTP/1.1 | |HTTP: GET / HTTP/1.1
[(1032)  ——mm e > (80) |
| http > i1ad3 [ACK] S | |TCP: http > iad3 [ACK] Seq=1 Ack=455 Win=64240 Len=0
1 (1032) e (80) |
|- R [ I
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Scenario 2: Standalone boot on private
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Experiment 1
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Experiment 1
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Scenario 1: Restart on Another Network
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Scenario 1: Restart on Another Network
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Scenario 2: Move to Another Network
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Scenario 2: Move to Another Network
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